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consisted of representatives from only four regional 
ACH organizations. However, like the ACH system 
itself, NACHA experienced rapid growth over the next 
several years, and its membership soon represented 
all areas of the United States. Today, the association 
represents over 11,000 member institutions, including 
credit unions, banks, and other fi nancial bodies. Some 
of these institutions are direct members of NACHA; 
others are members by virtue of their participation in 
various regional payment associations.

Just as NACHA’s membership has changed and 
expanded over time, so have the organization’s 
activities and responsibilities. For example, beyond 
drafting ACH rules and maintaining a formal 
relationship with the federal government, NACHA’s 
other activities now include:

•  Educating its members and the public about the
ACH system, including various rule changes and 
how to comply with them;

•  Developing new payment applications that
incorporate the basic elements of the ACH 
network;

•  Developing and implementing risk management
and quality improvement strategies that protect 
member institutions and consumers alike;

•  Communicating with member institutions and 
the public regarding ACH best practices; and

• Engaging in marketing efforts that emphasize the 
value and use of electronic payment systems.

In fact, in recent years, the organization has 
formally changed its name to “NACHA—The Electronic 
Payments Association” in order to better refl ect its 
role in multiple facets of the electronic banking 
system.

National Automated Clearing House Association:
As opposed to the Fed, the National Automated 

Clearing House Association, or NACHA, is a 
nongovernmental, not-for-profi t organization. 
Interestingly, NACHA’s role in the establishment 
of ACH-related rules and regulations is perhaps 
more prominent than that of the Federal Reserve. 
Specifi cally, the federal government has given 
this body the authority to create and enforce 
regulations related to commercial ACH payments. 
In addition, although the Fed itself regulates all 
ACH payments that involve federal funds, it has 
generally chosen to adopt the NACHA rules and 
standards, with only a few changes specifi c to its 
needs.

More on NACHA
So far, you’ve learned that NACHA is a nonprofi t, 

nongovernmental body that plays a prominent role 
in the establishment of ACH regulations. But when 
did this organization originate, and who makes up 
its membership? 

Not surprisingly, NACHA traces its history back to 
the founding of the ACH system in the early 1970s. 
At the time of its inception in 1974, the group 

l
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Types of ACH Transactions 
As previously mentioned, the ACH system has 

expanded over the years such that it is now used 
for a wide variety of transactions. For example, this 
network serves as the cornerstone for consumer 
direct deposit and direct bill payment transactions, 
various business-to-business payments, interbank 
funds transfers, certain types of e-commerce 
payments, electronic check conversions, and 
some debit card systems. In general, however, 
all transactions that are processed through the 
ACH network can be placed into one of two broad 
categories:

1. Debit transactions
2. Credit transactions
Of course, it’s important to remember that what is 

considered a debit transaction for the sending party 
is essentially a credit transaction for the receiving 
party. For the purposes of this course, however, 
each category of transaction will be considered 
separately.

Debit Transactions
Quite simply, a debit transaction is any ACH 

transaction in which the holder of an account—
either an individual or an organization—gives 
another party permission to withdraw funds 
directly from that account. This type of 
transaction is also known as a direct payment 
or direct withdrawal. In order to access the 
funds within the sender’s account, the receiving 
party must deal with several important 
intermediaries—including its own credit union 
or bank, as well as the fi nancial institution with 
which the sender has the account. 

Authorizing a direct payment is similar to 
writing a check, but it offers a number of 
benefi ts: 

•  For one, because it relies on the ACH system, 
direct payment involves far less paperwork 
than traditional payment via paper 
check. This means that processing time is 
greatly reduced, payments can reach their 
destinations faster, and fi nancial institutions 
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need not employ as many people for back-
offi ce operations.

•  Another advantage of direct debit transactions
is that they can be either one-time-only or 
scheduled to recur on a regular basis. For 
example, an individual can authorize the local 
electric company to withdraw the exact amount 
of his or her power bill from his or her account 
on a specifi c day each month. This means 
the consumer doesn’t have to worry about 
missed or late payments—as long as he or she 
maintains a high enough balance to cover any 
direct, recurring deductions.

As the previous example illustrates, direct 
debit can be used for many types of payments, 
including utility bills, mortgage payments, 
insurance payments, credit card payments, and 
even contributions to nonprofi t organizations. 
Given its ease and widespread availability, direct 
debit has become extremely popular. For instance, 
it is currently estimated that over 50% of American 
households use direct debit for at least one 
recurring payment. Moreover, four out of fi ve 
consumers who use direct withdrawal report a high 
level of satisfaction with this service.

The Direct Debit Process 
How exactly does direct payment work? Let’s take 

a look at the steps in the direct debit process, as 
viewed from the perspective of your credit union: 

Step 1— Authorization: The fi rst step in a direct 
withdrawal involves obtaining authorization. At this 
point, a member of your credit union communicates 
with a company or other party to which he or she 
owes some debt, and he or she fi lls out a form that 
gives the company permission to debit his or her 
credit union account through the ACH network. This 
form contains spaces in which the member indicates 
the account type, the account number, and the credit 
union’s routing number, among other things.

Step 2— Testing: Following completion of the 
authorization step, your credit union and the business 
(or other party) involved in the debit transaction next 
run a money-free test transaction. The purpose of this 
test to make sure all of the account information that 
the member provided is correct. 

Step 3— Notifi cation: The third step in a direct 
withdrawal varies, depending on whether the member 
is setting up a recurring payment. If the payment 
does indeed recur but does not involve a set amount, 
the business must send the member notifi cation of 
the payment amount at least 10 days prior to the 
debit date. Alternatively, the member may opt to 
waive his or her right to notifi cation. On a similar 
note, if the date of the debit transaction varies or 
is not specifi ed beforehand, the business must give 
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the member at least seven days’ notice prior to the 
withdrawal of funds.

Step 4— Posting: Next, after any required 
notifi cation has occurred and the corresponding 
time period has elapsed, the business posts the 
debit. This means that the business sends an ACH 
fi le to its fi nancial institution indicating which 
particular debts it intends to collect, in what 
amounts, and from which of its customers.

Step 5— Processing: During the processing step, 
the business’s fi nancial institution scans through 
the fi le, pulling out any transactions from the batch 
that involve customer accounts that it also holds. 
It then sends the rest of the batch onward for 
distribution through the ACH network. For example, 
imagine that the local gas company relies on your 
credit union as its primary fi nancial institution. 
Now, say that the company sends you an ACH 
fi le for all of the customer payments it wishes to 
directly deduct on a certain day. The fi rst thing 
your credit union would do with this fi le is scan 
it and extract any information related to debits 
that are coming from its members’ accounts. After 
that, your credit union would send the remaining 
information to the ACH network. All of this takes 
place one or two days before the actual payment 
date. 

Step 6— Transaction: Following processing, 
the next step in the process is the point at which 
the debit transactions are actually conducted. 
Here, if your credit union has received any debit 
notices through the ACH network, it withdraws 
the appropriate amount from the corresponding 
member accounts. In addition, if your credit 
union is receiving payments via ACH on behalf 
of a member business, it credits that business’s 
account for the total amount received.

Step 7— Confi rmation: Finally, the last step in 
the direct payment process involves confi rmation. 
This means that your credit union provides 
its member businesses and individuals with 
account statements that detail any applicable 
ACH transactions, including the date of the 
transaction, the type of transaction, and the 
amount received or deducted.

l
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Credit Transactions
In addition to debit transactions, credit 

transactions are also processed via the ACH 
network. A credit transaction is any ACH transaction 
in which one party directly deposits funds into 
another party’s account. In fact, this type of 
transaction is frequently referred to as direct 
deposit. Like direct withdrawals, direct deposits 
can be one-time or recurring, and they offer the 
benefi ts of increased speed, less paperwork, fewer 
man-hours, and extreme reliability.

Today, direct deposit is used to receive many 
types of payments. Most people are familiar with 
payroll deposit, in which employers offer employees 
the option of having their paychecks placed 
directly into their checking or savings accounts. 
Beyond payroll, direct deposit is also commonly 
used for Social Security benefi ts, tax refunds, 
pensions, annuities, stock dividends, and payment 
of business-related travel expenses, to name just a 
few applications. 

According to recent estimates, approximately 
150 million Americans rely on direct deposit to 
receive either payroll disbursements or government 
benefi ts. Furthermore, three out of four employees 
who are offered direct payroll deposit opt to enroll, 
and 97% of these individuals are satisfi ed with the 
convenience this system offers.

l
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The Direct Deposit Process
Now, let’s consider the direct deposit process from 

the point of view of your credit union: 
Step 1— Authorization: As with direct debit, 

direct deposit begins with an authorization step. 
In this case, however, the credit union member 
completes a standard authorization form and gives 
it to the company or other party from which he or 
she will be receiving payment. This form includes 
the member’s name, the account type, the account 
number, and the credit union’s routing number, and 
it gives the business or organization permission to 
place funds directly into the member’s account.

Step 2— Testing: Authorization is then followed 
by testing. Here, your credit union and the business 
(or other party) involved in the deposit run a 
money-free test transaction to make sure all of the 
account information that the member provided is 
correct. 

Step 3— Posting: Because direct deposits do not 
require member notifi cation, the next component of 
the process is posting. At this point, the business 
or organization sends its fi nancial institution an 
ACH fi le indicating the accounts in which it wishes 
to make a deposit, along with the amount of each 
deposit.

Step 4— Processing: Next, the organization’s 
fi nancial institution processes the ACH fi le, 
scanning it and pulling out any transactions that 
involve accounts that it also holds. It then sends 
the rest of the batch onward for distribution 
through the ACH network. For example, say that a 
nearby factory uses your credit union as its primary 
fi nancial institution, and this factory pays many 
of its employees via direct deposit. Prior to each 

payday, the factory sends your credit union an 
ACH fi le for all of the employee paychecks it 
wishes to directly deposit. The fi rst thing your 
credit union would do with this fi le is scan it and 
extract any information related to payments that 
are going into its individual members’ accounts. 
After that, your credit union would send the 
remaining information to the ACH network. All of 
this takes place one or two days before the actual 
deposit date. 

Step 5— Transaction: Once processing is 
complete, the deposit transactions are actually 
conducted. Here, if your credit union has received 
any deposit notices through the ACH network, 
it places the appropriate amounts into the 
corresponding member accounts. In addition, if 
your credit union is issuing payments via ACH 
on behalf of a member business or organization, 
it deducts the appropriate total from that 
organization’s account.

Step 6— Confi rmation: Finally, the last step in 
the direct deposit process involves confi rmation. 
This means that your credit union provides its 
member organizations and individuals with 
account statements that detail any applicable 
ACH transactions, including the date of the 
transaction, the type of transaction, and the 
amount received or deducted.
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Elements in the 
ACH Network

So far, you’ve learned about the role that fi nancial 
institutions such as your credit union play in ACH 
transactions, and you’ve also seen how account 
holders at these institutions—whether they are 
individuals, businesses, or other organizations—can 
benefi t from electronic payment systems. However, 
the ACH network consists of much more than banks 
and credit unions and the people and companies 
who use them. Each and every ACH transaction 
actually travels between fi ve distinct parties. 
But what are these parties, and what are their 
responsibilities? 

Originating Parties 
Let’s start with the party known as the originator. 

Quite simply, an originator is any individual, 
business, or other organization that initiates 
some sort of transaction into the ACH network. 
Say, for instance, that a company pays an employee 
via direct deposit. Because the company is 
initiating the deposit transaction, it would be the 
originator in this case. In contrast, if a consumer 
opted to pay 
his electric bill via direct withdrawal, he would be 
the originator in this circumstance.

As you’ll recall, whenever an individual or 
organization authorizes or initiates an ACH 
transaction, information regarding that transaction 
must fi rst be passed along to the fi nancial 
institution with which the person or organization 
holds an account before it offi cially enters the ACH 
system. In the terminology of ACH, this institution 

is known as an ODFI, or Originating Depository 
Financial Institution. As their name suggests, ODFIs 
are responsible for originating ACH transactions 
at the request of their customers, and all of these 
institutions must abide by the operating rules and 
guidelines established by NACHA.

ACH Operator
Once an ODFI originates an ACH transaction, what 

is that transaction’s next stop? You might think that 
the transaction is delivered directly to the receiver’s 
fi nancial institution, but this is not the case. Rather, 
the transaction (along with the other transactions 
in its batch) goes from the ODFI to an intermediate 
party known as an ACH operator. The ACH operator 
receives transaction batches one or two days before 
the transactions are actually scheduled to be carried 
out. Then, on the correct date, the ACH operator 
delivers the transactions to the appropriate receiving 
fi nancial institutions. In exchange for this service, 
the operator charges a small fee to both of the 
fi nancial institutions involved in the transaction.

Within the United States, there are only two 
nationwide ACH operators. The fi rst of these is the 
Federal Reserve, which handles approximately 70% 
of all ACH transactions, including all transactions 
initiated by the U.S. government. The second 
nationwide operator is the Electronic Payments 
Network, or EPN. This private organization 
is responsible for the remaining 30% of ACH 
transactions.
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Receiving Parties
As previously mentioned, after an ACH transaction 

leaves the ACH operator, it travels onward to the 
appropriate receiving fi nancial institution. In the 
language of ACH, this organization is known as a 
Receiving Depository Financial Institution, or RDFI. 
Like ODFIs, all RDFIs are required to uphold the 
NACHA operating rules and guidelines. Currently, over 
25,000 depository institutions within the United 
States participate in the ACH system, either as ODFIs, 
as RDFIs, or in both capacities. 

Finally, once an RDFI receives an ACH transaction, 
the last step in the process is for this institution to 
carry out whatever action the transaction requires on 
the appropriate individual or organizational account. 
For example, say your credit union has a member who 
receives her monthly Social Security benefi ts via ACH. 
Here, your credit union is functioning as an RDFI, and 
upon receipt of the appropriate transaction fi le from 
the ACH operator (in this case, the Federal Reserve), 
it would credit the member’s account in the amount 
of her monthly benefi ts. This means that the credit 
union member would be the receiver, or the party 
that has authorized the originator to initiate an ACH-
based credit or debit transaction.

ACH and SEC Codes
As described earlier in the course, all electronic 

payments ultimately involve a confi rmation 
step, in which a credit union or other fi nancial 
institution provides its account holders 
with statements that detail any applicable 
ACH transactions. This statement typically 
includes the date of the transaction, the type 
of transaction, and the amount received or 
deducted. One way that fi nancial institutions 
track ACH transaction types is through the use 
of Standard Entry Class codes, also known as SEC 
codes. In fact, NACHA rules require the use of 
SEC codes for each and every transaction that 
passes through the ACH network. 



12

To describe it quite simply, an SEC code is 
a three-letter abbreviation that identifi es the 
type of ACH entry. Because there are many types 
of ACH-based transactions and many different 
circumstances in which these transactions can 
occur, there are a wide variety of SEC codes 
currently in use. Some of the most common SEC 
codes used by credit unions and other fi nancial 
institutions include the following:

POP: The POP code is used for point-of purchase 
transactions, which occur when an individual 
writes a check and provides it to a merchant in 
person as part of the purchase process, and the 
merchant then submits the payment information as 
an ACH entry instead of a paper check. This code 
is becoming more and more common as increasing 
numbers of merchants adopt electronic check 
conversion.

ARC: The ARC code indicates so-called accounts 
receivable entries. These entries are similar to 
point-of-purchase transactions, except in this case, 
the merchant or business receives the customer’s 
check through the mail or via drop box rather than 
in person.

CCD: The CCD code is used for cash 
concentrations or disbursements; these are 
transactions in which funds are transferred from 
one business entity to another.

PPD: The PPD code is indicative of prearranged 
payments and deposits. These transactions affect 
consumer (rather than corporate) accounts, 
and they most often involve direct deposits or 
recurring bill payments.

TEL: The TEL code denotes a telephone-initiated 
entry. Here, a customer gives a merchant verbal 

authorization via telephone to create an ACH entry 
that debits his or her account. It’s important to note 
that merchants are only permitted to use the TEL 
code for incoming telephone-based orders, however.

WEB: The WEB code indicates a web-initiated entry, 
in which a customer gives a merchant authorization 
to create an ACH debit entry via the Internet.

Introducing the IAT Code 
Within the ACH community, a great deal of 

discussion has recently centered on the introduction 
of a new SEC code—specifi cally, the International 
ACH Transaction, or IAT, code. This code goes into 
effect on September 18, 2009, and it replaces two 
previous SEC codes; namely, the PBR or Personal 
Cross-Border Payment code, and also the CBR or 
Corporate Cross-Border Payment code. As its name 
indicates, this code will apply to certain ACH 

l
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transactions that cross U.S. borders. In fact, it is 
predicted to affect an estimated 40 million electronic 
payments in its fi rst year alone!

Upon fi rst glance, you may not think that the new 
IAT code has anything to do with either you or your 
credit union. A closer look, however, will likely reveal 
that this is not the case. In fact, evidence suggests 
that the rule changes related to the IAT code will 
affect virtually all credit unions in the United 
States. Whether you realize it or not, there is a high 
likelihood that at least one of the members of your 
credit union lives outside of the U.S. yet continues to 
maintain an account with your credit union. And this 
is precisely where the IAT code comes into play.

IAT Purposes 
Many commentators believe that introduction 

of the new IAT code is the most signifi cant, most 
complex rule change in the entire history of the ACH 
network. Why, then, would NACHA and the Federal 
Reserve feel the need to alter the current ACH rules 
so drastically? In short, they must do so in order to 
ensure compliance with various policies and sanctions 
imposed by the U.S. government. 

The federal government has undertaken numerous 
efforts to ensure that funds passing through the U.S. 
banking system neither originate from nor end up in 
the hands of hostile nations, terrorists, international 
drug traffi ckers, and other dangerous groups. One 
of the key organizations involved in these efforts 
is the U.S. Treasury Department’s Offi ce of Foreign 
Assets Control, or OFAC. This offi ce is responsible 
for administering and enforcing economic and trade 
sanctions against these sorts of individuals and 
entities. In this capacity, OFAC has the authority to 

impose controls on fi nancial transactions, and it 
can “freeze” foreign assets that are under U.S. 
jurisdiction. 

Following the events of September 11, 2001, 
OFAC began to intensify its efforts to track funds 
that may be fl owing to terrorists and terrorist 
groups. In doing so, this organization recognized 
that the current U.S. ACH system presents a 
wide loophole that terrorists and other hostile 
groups can potentially exploit. Specifi cally, under 
current ACH rules, a great number of foreign ACH 
transactions are being coded as domestic-based 
rather than international when they are entered 
into the U.S. ACH network. This means that 
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hostile groups can funnel funds into the United 
States rather easily—and because of the speed and 
effi ciency of the ACH network, credit unions and 
other fi nancial institutions might not notice this 
monetary transfer until it is too late to stop it! 

The IAT code seeks to eliminate this problem by 
requiring all international ACH transactions to be 
coded as such, rather than marked as U.S.-based 
PPDs or CCDs, for example. Use of the code will 
make it signifi cantly easier for fi nancial institutions 
to screen ACH transactions for possible unlawful 
transfers. Such screening is vitally important, 
because if OFAC catches a transaction that should 
have been blocked, the credit union or bank 
that processed the transaction faces a number of 
potential penalties.

Defi ning IAT
So, you know why the IAT code is necessary, but 

what exactly does it entail? In order to answer 
this question, it’s fi rst necessary to clarify the 
defi nition of an IAT. According to the rules and 
regulations promulgated by NACHA (with the input 
of the federal government), an International ACH 
Transaction is “any ACH entry that is part of a 
payment transaction involving a fi nancial agency’s 
offi ce that is not located in the territorial jurisdiction 

of the United States.” 
As you can see, this is a dense defi nition that 

introduces a number of other terms. For example, 
what is a “payment transaction” in this context? And 
what, exactly, constitutes an offi ce of a fi nancial 
agency? Moreover, what areas are considered to 
be within the territorial jurisdiction of the United 
States? Let’s fi nd out.

Payment Transaction
As you’ll recall, the NACHA regulations state that an 

IAT is a type of payment transaction. In this context, 
a payment transaction is defi ned as consisting of 
two separate parts:

The fi rst part of the payment transaction is the 
instruction—specifi cally, it’s the instruction that an 
originator gives to a credit union, bank, or other 
fi nancial institution to either pay a certain amount 
to or obtain a certain amount from the receiver. 
Alternatively, in the instruction, the originator might 
also tell his or her fi nancial institution to ask another 
fi nancial institution to carry out one of these actions.

The second part of the payment transaction is the 
settlement. This portion of the transaction consists 
of any and all settlements, accounting entries, and/
or disbursements that are necessary or appropriate to 
carry out the instruction.
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Financial Agency
In addition to payment transactions, the NACHA 

defi nition of an IAT also refers to fi nancial agency 
offi ces. In this context, the term fi nancial agency 
refers to any entity that is authorized by law to 
accept deposits, or to any entity that is in the 
business of issuing money orders or transferring 
funds. Thus, this defi nition includes both traditional 
depository institutions—like banks and credit 
unions—as well as offi ces of wire transfer agencies 
and similar companies, such as Western Union.

In order for a fi nancial agency offi ce to be involved 
in a particular payment transaction, at least one of 
three conditions must apply:

•  The offi ce must hold an account that is either 
credited or debited as part of the payment 
transaction; or

•  The offi ce must receive funds directly from a
person or make payment directly to a person as 
part of the payment transaction; or

•  The offi ce must serve as an intermediary in a
settlement of the payment transaction.

Territorial Jurisdiction
Finally, in order for a transaction to be an IAT, 

it must involve a fi nancial agency offi ce that is 
outside the territorial jurisdiction of the United 
States. Quite simply, the territorial jurisdiction of 
the U.S. covers all 50 states, as well as all U.S. 
territories, military bases, and embassies abroad. 
Any fi nancial agency offi ce that is not located in 
one of these areas could therefore potentially be 
involved in an International ACH Transaction.

IAT Equation
So, to review, in order for a transaction to be 

considered an IAT, it must involve a payment 
transaction and a fi nancial agency offi ce that is 
located outside the territorial jurisdiction of the 
United States. Moreover, at some point in time, 
the transaction must enter the U.S. ACH network. 

Pay careful attention to the fact that neither 
the originator of the transaction nor the receiver 
is included in this equation. It makes no 
difference whether the originator and receiver 
are located either inside or outside the U.S.! 
Rather, the determining factor is whether at least 
one of the fi nancial agencies involved in the 
transmission is located abroad. If so, and if all of 
the other terms in the equation are met, then the 
transaction must be classifi ed as an IAT.
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Inbound and Outbound Entries
Just as it makes no difference whether an IAT 

originator or receiver is located in the U.S., it also 
makes no difference whether the transaction in 
question is an inbound ACH entry or an outbound 
ACH entry—as long as the entry travels outside 
the U.S. at some point in time, it is an IAT. 
Nonetheless, it is still important to understand the 
difference between these two entries, because only 
certain types of fi nancial institutions are allowed to 
process each type of entry.

Let’s start with inbound entries. In simple terms, 
an inbound entry is any ACH entry that originates 
in another country and is later transmitted to the 
United States. For example, say that a foreign 
company has employees in the U.S., and it pays 
these employees via direct deposit. Each and every 
IAT involved the payment of the company’s U.S. 
employees would therefore be an inbound IAT entry.

In contrast, an outbound entry is any ACH entry 
that originates in the United States and is later 
transmitted abroad. For instance, imagine that 
an employee retires after years of service with an 
American company, and he or she moves to the 
coast of France. If this person receives a pension 
payment via ACH, the pension would be an IAT.

Gateway Operators
Determining whether an IAT entry is inbound or 

outbound is important, because this distinction 
impacts the actions that can be taken by the gateway 
operator. The term gateway operator refers to the 
point at which an IAT entry either enters or exits 
the United States. In some cases, the gateway 
operator for a particular transaction is a fi nancial 
institution, such as a credit union or bank. In other 
cases, however, the gateway is an ACH operator. Thus, 
because of their roles as ACH operators, both the Fed 
and the Electronic Payments Network, or EPN, may 
serve as gateway operators.
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In the past, a fi nancial institution or ACH operator 
had to make a formal declaration in order to obtain 
gateway operator status. Under the new IAT rules, 
however, this is no longer the case. As long as an 
entity serves as an entry or exit point for an IAT, 
it is a gateway operator in the eyes of the U.S. 
government.

As previously mentioned, both fi nancial institutions 
and ACH operators can act as gateway operators; 
however, in this role, the different types of entities 
have different limits on what they can and cannot do: 

When fi nancial institutions function as gateway 
operators, these institutions may process both 
inbound and outbound IAT debit and credit 
transactions. 

In contrast, when an ACH operator acts as a 
gateway operator, it may process outbound debit and 
credit transactions, but it must limit its inbound IAT 
entries to credit transactions only. Inbound debit 
entries are not permitted. 

Travel Rule Information
Finally, in addition to the aforementioned 

provisions, the IAT regulations also establish 
new requirements as to what types of identifying 
information must be included with each and 
every IAT transaction. These requirements 
refl ect the requirements associated with the 
Bank Secrecy Act’s “Travel Rule” and they 
have been added to the IAT in an attempt to 
make it easier for fi nancial institutions to look 
through their electronic transactions in search of 
potentially problematic transfers. In short, these 
requirements make it easier for your credit union 
to ensure OFAC compliance.

Under the new “Travel Rule” guidelines, all IAT 
fi les must include the following information:

•  The name and physical address of both the
originator and the receiver

•  The name, identifi cation number, and branch
country code of the originating fi nancial 
institution, any intermediary fi nancial 
institutions, and the receiving fi nancial 
institution

l

•  Financial institutions may process both inbound 
and outbound debit and credit transactions

•  ACH operators may process outbound debits,
outbound credits, and inbound credits, but they 
can’t process inbound debits
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Complying with IAT
When it comes to the new IAT provisions, OFAC is 

sticking with its usual approach to compliance; this 
means that OFAC is giving fi nancial institutions—
including your credit union—what it terms the 
opportunity to self-regulate. With this approach, 
credit unions, banks, and other institutions are 
themselves responsible for making sure that none of 
the IAT transactions with which they are involved 
violate OFAC guidelines and other federal rules and 
regulations. Moreover, if a fi nancial institution 
does run across a potentially problematic IAT 
entry, it must take all necessary and appropriate 
steps to investigate that entry, including 
suspending, rejecting, blocking, and/or reporting 
it, if necessary. If it fails to do so, the fi nancial 
institution will be in violation of OFAC regulations.

Penalties for Noncompliance
Should your credit union ignore or fail to comply 

with OFAC regulations regarding international ACH 
transactions, a variety of penalties may result. 
Some of these penalties are criminal, while others 
are civil—the exact nature of the penalty depends 
upon what particular regulation has been ignored or 
breached. 

For example, one possible criminal penalty is that 
of imprisonment. Should an employee of your credit 
union be found guilty of noncompliance—say, for 
example, the credit union’s CEO—he or she could 
face between 10 and 30 years in prison. Use of this 
penalty is rare, however.

On the other hand, when it comes to civil penalties, 
fi nes may be levied against both organizations and 
individuals found to be in violation of OFAC rules. So, 
for instance, if the CEO of a credit union is involved 
in a particular instance of noncompliance, he or she 
could be held personally responsible for a fi ne—and 
his or her credit union may face a fi ne as well. The 
exact amount of the fi ne varies based on the type and 
number of violations, and it can range from $10,000 
to $10 million. Beyond fi nes, property forfeiture may 
also be a possible civil penalty.

When discussing penalties, it is important to note 
that OFAC draws a distinction between accidental 
and willful noncompliance. For example, say your 
credit union has good IAT policies and procedures 
in place, and it performs due diligence and carefully 
reviews all IAT transactions. Nonetheless, a prohibited 
transaction still manages to make its way through 
your institution. In this case, OFAC would consider 
the many actions your credit union is taking in 
an attempt to comply, and it would likely be 
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somewhat lenient. On the other hand, if your credit 
union ignores OFAC regulations and fails to create 
appropriate guidelines for handling and reviewing 
IATs, it will likely receive much harsher punishment.

Demonstrating Compliance
So, what can your credit union do to help 

demonstrate its compliance with the new IAT rules 
and regulations? For one, it must carefully review 
all data associated with every IAT transaction 
it touches, including information regarding the 
other parties to the transaction—this includes the 
originator, the receiver, and all involved fi nancial 
institutions. Note that this is a marked change from 
the screening procedures required for domestic ACH 
transactions. With domestic ACH transactions, the 
ODFI is responsible for verifying that the originator 
is not a prohibited party, and the RDFI is responsible 
for verifying the same of the receiver. In contrast, 
with international ACH transactions, neither the ODFI 

nor the RDFI can rely on verifi cation provided 
by the other institution. This means that both 
institutions are responsible for screening all 
parties associated with the transaction.

Should possible IAT violations be noted, these 
instances must be investigated at once, and OFAC 
must be promptly notifi ed. This is true when 
dealing with return transactions as well. For 
instance, if a person comes into your credit union 
and explains that his or her savings account was 
improperly credited at some point in the recent 
past, you must carefully review all elements of 
this transaction before reversing the credit and 
correcting the error.

Beyond careful review, it’s also critical that your 
credit union develop a clear, comprehensive policy 
for handling all IAT transactions. This policy is an 
essential tool in ensuring OFAC compliance across 
all levels of your organization. On a related note, 
all employees should be thoroughly educated 
and trained regarding this policy and the related 
procedures. Furthermore, your credit union must 
create a compliance system that allows proper 
handling of all IAT transactions and members. 
Of course, small credit unions will not need the 
complex compliance systems required by their 
much larger counterparts. As long as your credit 
union has a system that is similar to those of 
other fi nancial institutions in its peer group, this 
system will most likely be suffi cient.
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Developing a Policy
What exactly does a comprehensive compliance 

policy entail? Although the exact requirements will 
vary from institution to institution, the following 
points should always be included:

First, you must identify who within your credit 
union is responsible for IAT compliance. You don’t 
necessarily need to name a specifi c person—in 
general, it’s enough to indicate which department 
within the organization has this responsibility.

Another important element of a strong 
compliance policy relates to informational updates. 
How, exactly, does your credit union maintain an 
up-to-date list of those organizations, countries, 
and individuals who are the subject of OFAC 
sanctions and prohibitions? Do you have software 
that updates this information automatically? Are 
you on an OFAC mailing list? Whichever method you 
use, it must be explained in the compliance policy.

A third area that should be addressed relates to the 
handling of specifi c types of IAT transactions. Your 
policy should clearly explain how credit and/or debit 
transactions are handled.

A good compliance policy also describes an 
organization’s OFAC reporting procedures. If your 
credit union uncovers a potential violation, how does 
it report this to the federal government? A variety of 
information regarding reporting is available on the 
U.S. Treasury Web site. This information may be of 
assistance when developing your credit union’s policy.

Two additional elements in a strong compliance 
policy relate to timelines. First, your policy should 
describe how long your credit union retains the 
different types of records involved in IATs. NACHA 
already requires that all records related to ACH 
transactions be kept for a minimum of six years 
from the date the transactions were transmitted. 
In addition, OFAC also requires that information on 
frozen or blocked transactions be kept as long as the 
credit union retains the funds associated with those 
transactions. Given these guidelines, a minimum 
retention period of six years is advisable, but 
individual credit unions may opt for longer periods 
at their discretion, particularly for records related to 
suspicious or blocked transactions. 

And last but not least, any good IAT compliance 
policy should mention how often organization-wide 
OFAC compliance audits are performed.

All of these things must be taken into consideration 
when developing your credit union’s OFAC compliance 
policy.
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Summary
Congratulations on completing CUNA’s ACH 

Compliance and IAT Implementation Training on 
Demand course! 

You should now be able to do the following:
• Defi ne ACH;
• Explain the relationship between NACHA and ACH;
•  Recognize changes to the ACH process in terms of

the new IAT rule;
•  Recognize the steps your credit union must take

to comply with the IAT rule; and
• Describe the penalties for noncompliance. 

Final Exam
To register for the Final Exam go to 

training.cuna.org and click on CPDOnline under 
LOG IN on the left hand side of the screen. 

Thank you, and best of luck in your endeavors!


