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_______________________________ Act

· Insures security & confidentiality of member records and information
· Protects against anticipated threats or hazards
· Protects against unauthorized access 
_______________    ______________ Code

· Makes it a crime to knowingly use, without lawful authority, a means of identification (such as a social security number or date of birth) of another person with the intent to commit a crime. 
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Pretext   ____________________
· Method of impersonation used to obtain legal, biographical, social or account-related information about a financial institution's members.

· Associated with many of the reported cases of identity theft and a significant portion of the billions of dollars lost each year from check fraud.

· Made illegal by the Gramm-Leach-Bliley Act. 

Pretext callers use different ploys to extract information. Callers often pretend to be:
· Members 

· Higher-level employees in the same financial institution 

· Officials at other financial institutions 

· Government regulators 

· Law enforcement officers

Pretext callers use a number of approaches that work on the psychology and human nature of employees including: 

· Intimidation 

· Helplessness 

· Emergency 

· Appeal to people's natural inclination to assist others 

· Calling employee after employee until they find one they can manipulate 

____________________ Procedures

· Know Your Member
· Ask for password, if applicable
· Read flags and memos
· Verify ownership
	Member Identification
	Non-Member Identification

	Current State-Issued ID
	Current State-Issued ID

	Date of Birth
	Driver’s License

	Driver’s License
	U.S. Passport

	U.S. Passport
	Firearms Operator ID

	Firearms Operator ID
	Photo Military ID

	Photo Military ID
	

	Photo Employment Badge
	*Thumbprint required on all checks

	Photo Student ID
	

	* Business Accounts: Address
	

	* Phone: DOB and SSN
	


_________________ Engineering

Form of fraud involving the process of deceiving people into giving confidential, private or privileged information or access to a "hacker." 

A variety of social and psychological techniques are used including:

· Developing trust relationships  

· Using the phone or office visits 

· Assuming a false identity 

· Fixing problems the hacker creates 


Using High Emotion: The hacker attempts to get the employee into a highly emotional state so he is less likely to think through the arguments that are being presented and more likely to ignore policies and procedures. 
Employing a Higher Authority: People are conditioned to respond to authority. It's not hard in a large organization for a fraudulent director or vice-president to make a request of an unknowing employee who is not prepared.

Using High Moral Arguments: The hacker uses the employee's high moral beliefs to do something improper because she believes she is doing something to save an employee or to help out the company.

Creating Reciprocity: Reciprocation is a well-recognized pattern in social interactions that if someone gives us something or promises something the favor should be returned. 
Develop Trust Relationships: Some hackers attempt to develop personal relationships with employees that can be exploited to obtain information and favors. 

Risks of social engineering can be reduced when employees are aware of certain basic facts. These are:

· Employees must know what information is valuable 
· Employees must be wary of relationships 
· Passwords should remain confidential 
· Don't trust the uniform 

Security Tips
· Use complex passwords  (ex. Mh1LL@s2d)
· Never share your password
· Keep confidential files locked up when not using
· Keep a clean desk, free of sensitive papers when you are away
· Lock or log off your computer when you are away
· Shred confidential papers
· Never take sensitive member data home
· Report suspicious behavior 
· ____________________________________________
· ____________________________________________
· ____________________________________________
 1. Access Control





 2. Physical Restrictions





3. Encryption of Data





4. Procedures/Policies





5. Dual Control





6. _________________





7.________________





8. ______________





9. _____________





Report all known or suspected criminal violations to law enforcement on Suspicious Activity Reports (SARs). Criminal activity related to identity theft or pretext calling has historically manifested itself as credit or debit card fraud, loan or mortgage fraud or false statements to the institution.








Suspicious Activity





Did You Know…


In 2006, there were in excess of 312 publicized security breaches affecting nearly 20 million individuals. Of those, 8% were from banking / credit / financial services entities. Identity Theft Resource Center.





Did You Know…Most thieves still obtain personal information through traditional rather than electronic channels. In the cases where the method was known, 68.2% of information was obtained off-line versus only 11.6% obtained online. FTC
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